BbiIACHAIOT JaHHble
6aHKOBCKOM KapThl,
naponu n Kogbl U3
CMC? MouweHHuKu!

Kaagu 2

ey



[NpepnaraioT
rnepeBecTU AeHbIMM

Ha «6e30MnacHbIN cHET»?
DTO MOLWEeHHUKHU!




| Kak pacno3HaTb MOLWWEHHUKa?

= TMpocsT gaHHble 6aHKOBCKOM é@l MpencTaBnsioTcs SKo6bl ‘\
LJ KapTbl, faponu n koabl us CMC coTpyaHUKaMm 6aHKa unu .
nonmumm L
@ MpepnaraloT nepeBecTv AeHbrv
Ha «6e3onacHbli cyeT» Q\g MyratoT B3 1IOMOM A
Q

— Tocycnyr

MapaHTUpYylOT cyneppoxon
OT UHBECTULIUNA

MWHUCTEPCTBO BHYTPEHHWX JEN #& TEHEPAJTbHASI TPOKYPATYPA
* POCCUMCKOWN ®EQEPALIMM 2 POCCUMCKOWN ®EQEPALIMM



@ baHk Poccunm

KAK SAWLNTUTD
CBOUTALKETDbI OT BUPYCOB

BUPYCbI: ‘ OTKpbiBaloT yaaneHHbIM BocTyn
K BalleMy YCTPOMUCTBY

- KpagyT NOrmHbl U Naponu
OT OHJ1aMH- 1 MOBUNbHOro 6aHKa

- NepexBaTbiBalOT ceKpeTHble Koapl
U3 coobLeHnn

3anonyumB 3TU faHHble, KW6epnpecTyNnHUKU
MOryT NOXUTUTb BCE AeHbI'U C BallUX CYETOB

N
A

A

3aBucaeT, nepesarpy)aeTcs Uiu oTKoYaeTcs

KAK I'IOHSlTb, CaMo 3aBepLuaeT paboTy NpUIoXKEHUM
4TO YCTPOMCTBO 3APAXEHO? MokasbiBaeT BCN/biBaloLWMEe OKHa

TepseT 06beM NamaTn



YTO AOENATD,

ECJZIM HA YCTPOMUCTBE BUPYC?

KAK SAWLWNTUTD

YCTPOWUCTBO OT BUPYCOB?

Mo3BoHuTe B 6aHK 1 NornpocuTte
3a6710KMpoOBaTh JOCTYI K OHJIaNH-

1 MOBMIIbHOMY 6aHKY U BCe KapThil,
KOTOpbl€ UCMOJIb30BaJIu Ha YCTPOMCTBE

O6paTuTechb B CEPBUCHbINA LIEHTP,
YTO6bI BbIIIEYUTb FrapXKeT

MepeBbIinycTUTE KapTbl, CMEHUTE JIOrUH
M napo’sib OT OHJIaMH-6aHKa 1 3aHOBO
yCTaHOBUTE 6aHKOBCKOE NPUIOXEHME

Ucnonb3aynTe aHTUBUPYC U PEryISiPHO ero
obHoBNANTE

He nepexopuTe no ccbisikaM OT HE3HAKOMLIEB,
He yCcTaHaB/IMBaMUTe NporpaMMbl MO UX
npocb6e U He UCTIONb3YMNTE UyXXne ¢GrieLKkm

CkauMBalTe NpUIOXKEHNS TONbKO
M3 NpOBEpPEeHHbIX UCTOYHUKOB

O6HoBNSINTE OMEepPaLUOHHYIO CUCTEMY
YCTPOMCTBA

U3beramTe obwenoctynHbix Wi-Fi-ceTen

¢ Moppo6Hee O 3alMTe rapKeToB ®duHaHcoBas
! yuTanTe Ha KynbTypa



@ bank Poccum

HE OTAABAMTE KAPTY
B MN/1IOXMUE PYKM!

KTO TAKUE APOIMMEPDI

3TO COOOLHNKM 3/T0YMbILLU/IEHHUKOB,
KOTOpble BbIBOAAT U OOHANIMUMBAOT
NOXULLEHHbIE Y rpaXKaaH AeHbrrU. <~

YEM SAHUMAIOTCH APOINMMEPDI

° I'Ionyt-laioT Ha CBOM KapTbl A€HbI'n OoT He3HaKOMLUEB U nNepenaroT ux Apyrmm muam —
HaIM4YHbIMUN U/ NepeBOAOM

e NMpepocTaBNAOT 3/10yMbILLI/IEHHUKaAM 6aHKOBCKUE KapTbl N AOCTYN K OHMauH-6aHKY

® anIHVIMaIOT HaNNYHble AE€HbIr'M OT HEU3BECTHbIX NI0AEN, BHOCAT X HA CBOU CHeETa
Anga nocnegyouwlero nepesofa

rAE U KAK ULLLYT APOIMNEPOB

OcCHOBHOM KaHan — MHTEPHEeT (COLI,VIaﬂbeIe ceTn, mecceHpXxepbl, 3/TIeKTPOHHAadA noq'ra).

3noyMmbILWIEHHUKU 06eLaloT rapaHTUMpoBaHHbIN aoxon 6e3 ochmnumanbHOro
TPYAOYCTPOMUCTBA U YAANNIEHHbIN PeXnUM paboTbl. OnbIT paboTbl N creynasibHble
HaBbIKU UX HE UHTEpPEeCYIOT.

EanHcTBeHHOEe TpeboBaHMe K gponnepy — Hafim4Yme 6aHKOBCKUX KapT.

4YTO rPO3SUT APOIMNEPAM

o Aponnepbl nonaaatoT B 6a3y AaHHbIX BaHka Poccun
o BaHKM orpaHM4YMBalOT UM AOCTYN K OHNNaMH-6aHKY M KapTam

o Ana mHorunx rpaxaaH TakKkas «pa60'ra» 3aKaH4YMBaeTCHd yrofioBHbiM Haka3aHNem



CMC,

ggﬁgg;lu EPbBI, KOHTaKTHbIM LIeHTp
BaHka Poccuu

B CMCot6
(@) Baponuno cHc or ane 8 800 300-30-00

* 0 3a6/TOKMPOBaHHOM NnaTexe (6ecnnaTHo ANs 3BOHKOB

u3 pernoHos Poccum)

WNun KapTe;

* O BbiUrpbilLe;

- 06 olwM604YHOM NepeBoae +7 499 300-30-00
Ha Ball 6aHKOBCKUI CYeT Ui (B cooTBeTCTBMU C Tapudpamm
MO6WJIbHbIA TenegoH ¢ Npocb6oM BalLlero onepartopa)
BEpPHYTb A€HbIU.

— Ymo denamp? 300

(6becnnaTHO ANs 3BOHKOB
C MO6UIbHbIX TenedpoHOoB)

HE NEPEXOOUTE
MO CCbIJTIKE U

HE NEPE3BAHUBAMTE!
Bce npeacTtaBneHHble HOMepa

OOCTYMNHbI A9 3BOHKOB

MpoBepbTe MHPOPMaLMIO, NO3BOHUB KPYFNIOCYTOUHO

B 6aHK Mo HOMepY, KOTOPbIA yKasaH
Ha Ballen 6aHKOBCKOM KapTe.

=~

3HaKoMbIn B couceTax B P
@ bl e cosepliaeT UexoRsUINX OCTOPOXXHO:
l — Umo denamb? C YKasaHHbIX HOMepoB M o m E H H M KM !

N\ AEHbI'N CPA3YV! HE COOBLUAUTE

Mepe3BoHUTe cCBOEMY : . . HE3HAKOMbIM JTiIogaM
3HaKOMOMY, UTO6bI BbISICHUTb : fincult.info TPEX3HAYHbIN KO
CUTyauuto, — BO3SMOXHO, ero E MOPA Y3HATb NPO AEHBIM BCE HA OBOPOTE KAPTbI PIN-KOJ:I.
CTpaHu1Ly B3rloManu. 5 U MAPOMM U3 C’ZMC

Ha fe4vyeHue.




=

N %)

L.

P

TENE®POHHOE
MOLWEHHUNYECTBO

3BOHSAT U3 6aHKa. loBOpAT 06 yrpose
BallMM AeHbraM Ha cyeTe U NpoCAT
nepeBecTU AeHbIr1 Ha ApYromn cYeT.
CnpawuBaloT gaHHble KapTbl.

— Ymo denamp?

CPA3Y MNOJIOXXUTE TPYBKY —
3TO MOLWLEHHUKMW!

MosBoHuTe Mo TenedoHy, KOTOpPbIN
yKasaH Ha Baler 6aHKOBCKOM KapTe,
COTPYAHUK 6aHKa NPOSICHUT CUTYaLMIO.

..........................................

3BOHAT U coobLaloT
O BbiMrpbillax, BbinsaTax,
KOMMeHcauusax U T.4.

— Ymo denampb?

HE NMEPEOABAUTE

OAHHbDIE KAPTbI!

Ecnu Bo BpeMs pa3roBopa Bac
NPOCST COBEPWNTb NNaTeX — 3TO
MOLUEHHUKW. MonoxunTe Tpy6KYy
M, YTO6bI HE COMHEBAaTbCH,
YTOUHUTE MHPOpPMaLMIO

Ha odpuuManbHOM canTe
opraHusaumu, oT UMeHU

KOTOPOW 3BOHST.

ey

3BOHSAT U COO6LLAIOT, YTO 6/IN3KUMN
yenosek nonan B 6eny, npocsaT
nepeBecTU AeHbIrU.

— Ymo denamp?

‘ NMPOACHUTE CUTYALIUIO!

CnpocuTe uMs, GaMUnnio 3BOHSALLENO

M Ha3BaHWe OpraHM3aLMu, KOTOpPYIo

OH npepacTaBnseT. MpekpaTtuTe

pasroBop v No3BOHUTE GIM3KOMY
yenoBeKy. Ecriv fO3BOHUTbCSA

He yAanocb, caMy HanguTe TeniedoH
opraHvsaumm, oT UMEHU KOTOPOW

6bls1 3BOHOK, U BbISICHUTE, UTO C/yYMSIOCh.

MpepnaraioT BIOXUTb AE€HbIrU
Ha OYeHb BbirOAHbIX YC/1OBUSAX.

— Ymo denamp?

OTKPOWUTE CAUT

WWW.CBR.RU/FINORG

060 Bcex pUMHaHCOBbIX OpraHM3aLMmsaX,

Y KOTOpbIX €CTb JIMLLIeH3US
BaHka Poccum, MOXHO y3HaTb
Ha ero opuumanbHOM camTe.

Q

HE BHOCUTE
A NMPEOOIJIATY!

Ha caiTax c o6bsBneHusMU
(«ABuTO», «lOna» u T.n.)
npeanaraioT ToBapbl U YCNyru
no 3aHW)XeHHbIM LieHaM.

— Ymo denamp?

Bo Bpems obLeHns ¢ NnpoaaBLIOM
He coobLwaiTe faHHble 6aHKOBCKOM
KapTbl, HE MepexoanuTe Mo CCbisikaM.
Monb3yntech ycnyron «besonacHas
coenka», KotTopasi AOCTYMHa

Ha caKTe C O6bsSBNIEHUSAMW.

r
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HyXHo nepeBecTu fieHbrM WU
KynuTb 6unetbl. Ha ogHoM 13 canToB
YCNoBUsi HAMHOIO BbiroaHee,

YyeM Ha 3HaKOMBbIX pecypcax.

— Ymo denampb?

NMOJIb3YUTECDH TONTIbKO

NMPOBEPEHHbIMU CAUTAMMU!

BesonacHbili carT fO/MKEH MMETb
Hapnucb https:// u «3aMoueks»
B aipECHOM CTpOKe 6paysepa.

( )

(& _https:// )




MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®EOEPALIUN

FEHEPAJIbHASA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUN

OT OH/TAUH-MOLWWEHHUKOB

YT06bI fOoOpaThbCcA A0 BalnX 6aHKOBCKUX CHETOB,
MOLUEHHNKAM HY>XXHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT ahpepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM CBeEpPXNPUOLIIbHbIE
MHBECTULMOHHbIE NPOeKTbIl. [apaHTUsA ObICTPOro oboraweHna — nprusHak oomMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KUE LeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yl'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakLUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyynTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTenei Ha NonynapHbIX cakTax 06 bABMEHUI

Kak o6e3onacuTtb CBOU AEHbIU

B MHTEepHeTe?

1 YCTaHOBUTE aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYO 0e6eTOBYIO KapTy ANa naaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXXHYIO CyMMY nepepn onsaTow

Bcerga npoBepante aapeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/IMYATLCA OT OPMLMANBbHBLIX NNULLb MAPON CUMBOJIOB

4 He nepexognte No CCbi/lIkaM OT HE3HAKOMLEB —
cpa3sy yaanamrte COMHUTE IbHble COOOLWEHNS

Hnkomy He coobLLianTe CBOU NepCcoHabHble gaHHbIe

MoppobHee o npaBuiax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/ibTypa



o kapte/cuete — EY[bTE 5OAUTEJIbHbI,
3TO MOryT BblTb MOLLEHHNKWA!
3}'IOYMbILIJJ'IeHHVIKVI C NMOMOLWbKO CcrneunanbHbIX TEXHOOMMIM

MOryT caenaTb Tak, YTO Ha 3KpaHe Ballero TeniepoHa
BbICBETUTCS OdULMaribHbIN HOMep 6GaHKa.

BaM 3BOHAT U3 6aHKa U NPOCAT COO6WMUTD
nepcoHasnbHble faHHble Ui uHpopmaumio

OHu MOryT O6paTMTbCF| K BaM No MMeHn-oT4veCTBY N MOrnpoCcnTb
CeKkpeTHble cBefeHns O KapTe unn cyete. Hanpumep, UTObbDI
OCTaHOBUTb NMOOAO3PUTENIbHYIO Ornepauunio.

B YEM OMNMACHOCTb N 4YTO AENIATb?

Y3HaB HYXHYI0 MHPOpMaLMIO, NPECTYNHUK MOXET
YKpacTb Ballu AieHbIru.
e He rosopuTte 1 He BBoguTe MNMMH-Koa, TpEX3HaYHbIN KoL,

C 0BpaTHOWM CTOPOHbI KapTbl, UM OAHOPA30BbIA NapOsb
n3 CMC.

* He HabupanTe Ha TenepoHe HMKaKMX KOMBMHaLUMI
M He nepexoamTe Mo CCbiSIKaM.

* [lonoxuTe TpyobKy. MNo3BOHMTE B BaHK MO opULMaIbHOMY
HOMepY — OH €CTb Ha canTe UM Ob6paTHOWM CTOPOHE KapTbl.

e CaMocCTosATesIbHO HabepunTe HOMEp Ha KaBumaType
TenedoHa. He nepesBaHMBanTe 06paTHbIM 3BOHKOM,
Bbl MOXETe CHOBAa MOoMacTb K MOLUEHHMKaM.
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4 MPABUJIA

CDMHAHCOBOVI BE3OMACHOCTHU
I

c 3BOHUTEe B 6aHK caMu

HabupainTte HoMep BpyYHYto. TernedoH ropsiyen
JNIMHUM yKasaH Ha 0bpaTHOM CTOPOHE KapTbl
M Ha opuLMaribHOM camTe H6aHKa.

MNMepesBaHMBasi HA HOMep, C KOTOPOIro npuLuen
3BOHOK MM cooblueHue, Bbl pUcCKyeTe CHOBa nonacTtb
K MOLWEeHHUKaM.

9 CocpepoToubTechb

Ecnu 6aHK BbISIBUT NOOO3PUTENbHYIO TPaH3aKLMIO,
OH MNPUOCTaHOBUT €e Ha CPOK A0 ABYX CYTOK.

Y Bac ecTb 48 YacoB, YTO6bl CTOKOMHO MPUHSATD
pelueHue: NoaTBepAUTb UJIM OTMEHUTDb ornepaLmio.

e He roBopuTe HUKOMY ceKpeTHbIe Koapl

Ecnn Bac y6expatoT NpoamMkKToBaTb UM BBECTU
CVC/CVV-kopf Ha obpaTHOW CTOPOHE KapTbl, MUH-KOL,
mnun kogpl 3 CMC — 3T0 MOLLIEHHUKU!

HasbiBaTb KOgOBOE C/IOBO MOXHO, TOJIbKO €CJI1 Bbl CaMU
3BOHMUTE Ha ropsyYIO JIMHUIO 6aHKa.

Moppo6bHee O TOM, KakK 3alWUTUTLCA
OT KMBepKpax N GUHAHCOBbIX
MOLLUEHHUKOB, YMTauTe Ha camTe

fincult.info
@ baHk Poccumn
KoHTakTHbIN LeHTp BaHka Poccun: NHTepHeT-NpueMHas
8 800 300-30-00 BaHka Poccum:

(ans 6ecnnaTHbIX 3BOHKOB www.cbr.ru/
13 pernoHos Poccui) reception



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALINU

FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOW ®EOEPALLINU

UTO AOEJIATDb, ECJIN C KAPTDI
YKPAJIU OEHbI'N?

© 3AB/IOKMPOBATb @ HAIMUCATb

© OBPATUTDLCH

KAPTY 3ASABJIEHUE O HECOINTTACUMA . Bnonuumio

C OMNEPAUUEN

q

R
»

O

* MO HOMepy TeneoHa 6aHkKa ~ 3asiBNeHue gonXKHOo . Yem 6onblue nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNMUCaHo:  nopagyT 3asaB/IeHUs,
Unn Ha odpmumanbHOM canTe + B TeueHue cyTok nocne TeM BbllLe BEePOATHOCTb,
« Yepe3s MOOUbHOE NpUMoXeHue COOBLEHUS O CIUCAHNN ~ YTO NPEecCTynHMKOB
» Yyepes NIMYHbIN KabuHeT AcHer 0
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAE/IeHUM
’ 6aHKa

e B OTAENEeHN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE:

« CPOK AENCTBUA KAPTbl N TpeX3HauYHbIN KOoA
Ha ee o6opoTHomn ctopoHe (CVV/CVC)

- MAPOSIN U KOAbl U3 YyBEAOM/TEHNI
« TOFMH M MapoOsib OT OHManH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OJAHHbIE B OTKprTOM ,EI,OCTyI'Ie

YCTAHOBUTE
AHTMBUPYCbI HA BCe YCTPOMNCTBA

NMoapo6Hee o npaBuiax 6e3onacHOCTU
yutamTe Ha fincult.info

KOOOBOE CJ10BO

Ha3blBalTe TONIbKO COTPYAHNKY BaHKa,
KOrga caMmy 3BOHUTE Ha ropsAYYyIo
NTNMHUIO

baHK He KoMneHcUupyert
rnoTepu, ecnv Bbl HapyLInu

npaBuia 6e3onacHoro
UCMO/Ib30OBaHUA KapThbl

duHaHcoBas
KyJbTypa



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®OEOEPALINA

FrEHEPAJIbHAA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUU

OCTOPOXHO:
TEJIEPOHHbIE MOLLEHHUKNA!

S NPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTtbl MOryT
npencTaBUTbCS CNyXX6ou
6e3onacHocTu 6aHKa,
HaJIoroBoOW,

NMPOKypaTypowu

9 HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOObI

y Bac He 6bin1o
BpeMeHu Bce obayMaTb

e FOBOPAT O AEHDBIAX

[NMpepnaraloT cnacTu
cbepexeHus, NonyvnTb
KOMIMEeHCaLMIO UIN BITIOXUTbCS
B MHBECTULIMOHHbIN NMPOEKT

JTiro6o1 HeoXXxnaaHHbIU
3BOHOK, CMC v nncbMo —
NOBOJ, HACTOPOXUTbCSH

3BOHAT
N3 6aHkKa, Nnonmuunm
NN Opyrom opraHmnsaumm?

PAOYIOT BHE3AMHOM g

i ~ MPOCSIT COOBLUUTD
BbIFOOOW UMY MYTAIOT 5

~ YBEOUTECH, AAHHDbIE
CManble 3MOL|,MM UTO 3TO He MOLLIeHHl/IKl/I! 3J'IOYMb||.|.|f|eHHMKOB
Z npuUTYNNAoT UHTEepPEeCyIoT PEKBU3UTDI
ONTEeSIbHOCTb

KapTbl, NApOsv 1 Kogbl
N3 6aHKOBCKUX YBEOOMJIEHUM

@ HUKOIOA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHUKM 6aHKOB M Nonmummn * kKopgpl 3 CMC
HUKOIOA He cnpawuBaloT * Tpex3HauyHblK Ko Ha 060pOTHOMU
pPeKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
u3 CMC, nepcoHarbHble AaHHble * PIN-kon
M He NPOCST coBepLIaTh * MNapPOSIN/NOrmHbl K 6aHKOBCKOMY

NPUNOXEHUIO N OHJTaNH-6aHKY
* KOOOBOE CJIOBO
e MepCcoHasibHble AaHHble

Kak sawmTuTb cBOM pUHaHCHI, ®uHaHcoBas
’ : : Ky/ibTypa
yutamTe Ha fincult.info

nepeBoabl C Balwewu KapTbl
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